Administrative
Policies and Procedures
Table of Contents

Accounting
ACC-01 Allowable Expenditure of County Funds
Americans with Disabilities Act
ADA-01 Public Grievance Procedure
ADA-02 Reasonable Accommodation Fund
ADA-03 Accommodation for Judges of Circuit Court
ADA-04 Frequently Asked Questions
Board and Committee Information
BOS-01 Style Guide
Budget
BUD-01 Annual Budget Preparation
BUD-02 Budget Adjustment (BA)
BUD-03 Grant Submittal and Review
BUD-04 Local Gasoline Tax Expenditure
BUD-05 Transient Occupancy Tax (TOT)
BUD-06 Waiver of Landfill Tipping Fees
BUD-07 Grant Procedures
Customer Service
CS-01 Customer Service Guidelines
CS-02 Managing Angry Customers
CS-03 Policy Regarding Disruptive Behavior
Facilities and Offices
FAC-01 Facility Use Policy
FAC-02 Office Space and Furniture Guidelines
FAC-04 Internal Recycling
FAC-05 Facility Work Requests
FAC-06 Key/Card Access Request
Application for Use of Board Room and Lovettsville Room for
Governmental Staff Purposes
Facility Use Permit Application Form for Non-Profit Organizations
FAC-07 Program Facilities Support
FAC-08 Parking of County-State Vehicles in Government Center Garage

Finance

Intranet Location: Resources—>Administrative Policies & Procedures




FIN-01

Investment Policy

FIN-02 Cash Handling Guidelines and Policies
FIN-03 Payment Card Security Policy
Freedom of Information Act (FOIA)
FOIA-01 FOIA Requests Related to Procurements
~ FOIA-02 Meeting Notification under FOIA
FOIA-03 Records Requests under FOIA
General
GEN-01 Severe Weather Procedure
GEN-02 Bomb Threat Procedures
GEN-03 County Government Center Active Threat Procedures
GEN-04 Operation of Cooling Centers
GEN-05 Response to Emergencies in County Facilities
HIPAA
HIPAA-SR-55 Glossary of HIPAA Terms
HIPAA-SR-04R HIPAA Sanction Policy
HIPAA Loudoun County Rules of Behavior
HIPAA-0001 HIPAA Breach Notification Policy
HIPAA-0002 HIPAA Hybrid Entity Designation
Human Resources
HR-01 Advertising Vacant Positions
HR-02 Americans with Disabilities Act (ADA) Procedures and Forms
HR-03 Conducting Reference Checks on Applicants
HR-04 Determining Who to Interview/Who to Hire
HR-05 Post-Accident Testing for ACS Program (CDL Drivers)
HR-06 Employees of the Month Recognition Program
HR-07 Instructions for Processing the 1-9
HR-08 Interview Process
HR-09 Market Adjustments
HR-10 Personal Use of County Property and Equipment
HR-11 Registering for HR Training
HR-12 Requests for Unbudgeted Temporary Employees
HR-13 Salary Worksheet
HR-14 Smoking in County Facilities, Buildings and Vehicles
HR-16 Certification Procedures
HR-17 Tuition Assistance Procedures
HR-18 Family and Medical Leave Act Procedures
HR-19 Reinstatement after Military Leave
HR-20 Service Awards
HR-21 Suggestion Awards
HR-22 Employee Name Change
HR-23 Employee Medical Records
HR-24 Limited Term Disability




HR-25 ' Commercial Drivers License Stipends
HR-26 Employee Appearance and Dress
HR-27 Relocation Expense for New Hires
HR-28 Department Annual Driving Record Review
HR-29 Reasonable Suspicion Testing for Drugs & Alcohol, Non-CDL
HR-30 Background Checks
........................................ HR_31 PO” Workers
HR-32 Exit Information
HR-33 Exceptions to County Leave Policy and End of Year Balances
HR-34 E-Learning
HR-35 Mentoring
Information Technology
IT-03-01 Access to County Information Systems and Networks Policy and Standard
IT-03-03 Information Asset Security Policy and Responsibilities
IT-03-05 Information Security Officer Administrator Designation Form
IT-03-07 Information Security Officers and Administrators List
IT-03-09 DIT Confidentiality and Information Distribution Policy
IT-03-11 Password Policy and Standard
IT-03-13 Password Reset Policy and Standard
IT-03-15 Volunteer Utilization of County Network Infrastructure Policy and
Procedures
IT-03-17 Remote Access and VPN Policy and Standard
IT-03-19 Computer Software Security Patch Management Policy and Standard
IT-03-25 Password Structure Policy and Standard
IT-03-27 Physical Security Policy
IT-03-28 Public Access Workstation Security Policy
IT-03-29 Portable Lost Digital Device Policy
IT-03-37 VPN Policy and Procedures
IT Office Automation Coordinators
1T-04-01 Office Automation Coordinator Policy and Responsibilities
1T-04-03 Office Automation Coordinator Meetings, Purpose and Scheduling
1T-04-23 Workstation Management and Security Policy
1T-04-35 Computer Workstation Use and Software Policy
IT-05 Review of Cyborg Application Users
IT-05-14 Information Security Awareness and Training Policy
IT-05-21 Wireless Technology Security Policy
IT-06 DIT Response to Non-Business Day Technology Problems
IT-07-22 Wireless Network Standards Policy
1T-09-30 Disposal of Computer Equipment
IT-10-20 Mobile Computing Device Security Policy
IT-10-24 Logging Standard Security Policy
IT-10-26 Removable Media Device Security Policy
IT-10-31 Data Classification Security Policy
IT-11-21 Personal Smart Phone Policy

Internal Audit

AUD-01

Internal Audit Procedure




Internet and Intranet

INT-0la Internet Use Policy
INT-01b E-mail Use Policy
INT-01c Email Archive Policy
INT-02 Webpage Creation and Maintenance
INT-03 Website Links Guidelines
INT-04 Website Style Guidelines
INT-05 Use of Social Media
Limited English Proficiency
LEP-01 Language Access Policy
LEP-02 Spanish Bilingual Testing and Interpreter Training
Payroll
PAY-01 County Closure and Time Reporting
PAY-02 Exempt Leave Form
PAY-03 Holiday Pay
PAY-04 Timesheet
PAY-05 ePay Stub System
Procurement
PRO-01 Charging Expenses to the Right Fiscal Year
PRO-02 Commonwealth of Virginia Central Warehouse
PRO-03 Delegated Purchasing Authority
PRO-04 Emergency Procurements
PRO-05 Ethics and Vendor Contacts
PRO-06 Life-Cycle Costing
PRO-07 Procurements for Volunteer Fire-Rescue Companies
PRO-08 Purchase Order (PO)
PRO-09 Purchasing Policy
PRO-10 Quotes
PRO-11 Small, Minority and Woman-Owned Business Program
PRO-12 Sole Source Procurements
PRO-13 Use of Existing Contracts
PRO-14 Use of Preference and Accessibility in Public Procurement
PRO-15 Vendor Quote Checklist for Requisitions/Purchase Orders
PRO-16 Separation of Buying and Receiving Authority Policy
PRO-17 Closing and Canceling Unused Purchase Orders
PRO-18 Contract Administration
PRO-19 Documenting Vendor Quotes in Purchasing System
PRO-20 Remote Laser Printing and Distribution of Purchasing Documents
PRO-21 Invoice Process for Purchase Orders
PRO-22 Contract Administration Program
PRO-23 Federal Funds Purchases
PRO-24 Vendor Qualification for Purchases

W-9 Form October 2007



PRO-25 Charitable Agency Eligibility Criteria

PRO-26 Procurement Card (PCard) Program
PRO-27 Cooperative Procurements

PRO-28 Procurement Resolution

PRO-29 Retainage on Construction Orders

Support Services

SS-01 Copiers
SS-02 Courier Service
SS-03 FAX Machines
SS-04 Central Mail Room Services
SS-06 Records Management Procedures
SS-07 Shredding Documents
SS-08 Surplus Items
SS-09 Internal Mail stop Numbering System
SS-10 Incidental Moves
Telephones
TEL-01 Cellular Telephone Policy
TEL-02 Desk Phones
TEL-03 Personal Telephone Calls
Telework
TELEWK-01 Telework Procedural Guidelines
Supervisor Checklist for Evaluating Telework Requests from Employees
Addendum I, 11 Self-Certification Home Safety Checklist and Privacy and Security
Agreement—Self-Certification Checklist
Appendix A Telework Agreement Between Loudoun County and Employee

Teleworker Checklist for Evaluating Suitability for Teleworking

Travel
TRV-01 Airline Travel
TRV-02 Phone Cards for Use When Traveling
TRV-03 Travel Procedures
TRV-04 Mileage Reimbursement

Vehicles
VEH-01 Use of County-Owned Vehicles
VEH-02 Motor Pool Vehicles
VEH-03 Use of County-Owned Vehicles for Home-to-Work Travel
VEH-04 Vehicle Maintenance
VEH-05 Fueling County-Owned Fire Apparatus
VEH-06 Replacement Standards for VVehicles

VEH-07 Vehicle and Equipment Idling Reduction




